Summary. Mobile systems explore the interplay between locality and connectivity. A subsystem may have a connection to a remote subsystem and use this for communication. Alternatively, it may be necessary or desirable to move the subsystem close to the other in order to communicate. This paper reviews a Petri Net formalisation of mobile systems so as to harness the intuitive graphical representation of Petri Nets and the long history of associated analysis techniques.
Introduction
This paper presents an experiment in modelling and simulation of a realistic mobile system in a Petri Net formalism, called Mobile Petri Nets. This formalism was proposed in [14] and was intended to build on the intuitive graphical representation of Petri Nets, the long history of associated analysis techniques [23, 24] , and to be able to reason about causality and concurrency [6] .
Mobile Petri Nets attempt to capture the interplay between locality and connectivity, which is the essence of mobile systems [19] . Connectivity allows one subsystem to interact with another by virtue of having a connection or reference. In a distributed environment, the access from one subsystem to another via a reference is constrained by locality or proximity.
The title of this paper and the structure of the model is based on an earlier paper which presented a model in Mobile Unity [17] . The main contribution of the current paper is to present a model in the Mobile Petri Net formalism, with a view to assessing the suitability of that formalism -firstly, whether the graphical Petri Net notation helps to display the flow of information in the model in contrast to Mobile Unity; secondly, whether it is possible to harness existing Petri Net analysis techniques and tools for exploring the properties of the system; thirdly, whether the formalism is effective in capturing the interplay between locality and connectivity in this realistic mobile system. It will probably not be possible to give an unequivocal answer to the first question, since the value of a graphical notation will be a matter of personal taste and will depend on the facilities provided by a particular graphical editor. The answer to the second question will determine the ongoing applicability of this kind of Petri Net formalism.
The third question is, in some ways, fundamental. The case study is considered to be a genuine example of mobility -mobile nodes communicate with each other via a reference, in this case an IP address. The Internet is partitioned into a number of networks, with full connectivity between the networks, though a more constrained configuration would also be possible. Mobile nodes are associated with a home network and any messages sent to them are sent via that home network. If the mobile node moves to another network, then it is the responsibility of the home network to forward the messages (after suitable registration of the move). In other words, the accessibility to a mobile node with a given IP address depends on the location of the associated node.
Note that the term subnet is applicable both to the Internet and to Petri Net formalisms. In this paper, we will speak of the Internet consisting of networks, and we will reserve the term subnet for the Petri Net context. The paper is organised as follows: Section 1.2 presents a motivating example of a simple mail agent system. Section 1.3 presents the formal definitions for a colourless version of mobile systems. (Only the colourless version is presented here -the reader is referred to the earlier paper for the coloured version [14] .) In Section 1.4 we give an informal introduction to Mobile IP (from [17] and [22] ), and in Section 1.5 we present a Mobile Petri Net model of Mobile IP. We consider related work in section 1.6 and finish with conclusions in section 1.7.
Example
We informally introduce the concepts of Mobile Petri Nets by considering a simple mail agent (shown in Fig. 1.1 ) and its associated system (shown in Fig. 1.2) . A Petri Net (as in Fig. 1.1 ) consists of places, transitions and arcs, together with annotations of these. The places are depicted as ovals and can hold tokens, which then determine the state of the system. The transitions are depicted as rectangles, and determine the possible changes of state. The arcs indicate how the transitions affect the places. In a colourless net, each place holds a number of undifferentiated tokens, and the arcs indicate how many tokens are consumed or generated. So, if an arc from a place to a transition is annotated by the number 2, then that transition can occur only if two tokens in the place can be consumed.
In the example of Fig. 1 .1, there are three places and six transitions. The initial marking shows that place empty is marked while the places has1 and has2 are not. In this state, either transition gen1 or gen2 can fire -so far, the choice is nondeterministic. This subnet is meant to represent a simple mail agent. With place empty marked, the agent has no mail to deliver, while if place has1 or has2 is marked, then the agent has mail to deliver to site 1 or site 2, respectively. The transitions gen1 and gen2 generate these mail messages, while transitions rem1 and rem2 consume (or deliver) them. Transitions moveA and moveB are used to constrain or allow movement of the agent. The composite mail system is shown in Fig. 1 .2. Each rounded rectangle is a location, which is a subnet together with a fusion environment. The main or root location is labelled System, and it contains three locations labelled Site0, Site1 and Site2. Within each of these locations is a nested location for the mail agent, labelled Loc0, Loc1 and Loc2, respectively. This example uses transition fusion but not place fusion, and this fusion is indicated either by annotation or by graphical convention. We assume that a suitable annotation can be used, a special case of which is name correspondence between a location and a nested location -if two transitions have the same name, they are assumed to be fused. We also use a variety of graphical conventions -one possibility is to draw the transition on the boundary of a location (not shown here), by using a double line to connect the fused transitions, or by a line through the transition (which is used to indicate that it is blocked in this location, i.e. fused to a disabled transition in the environment, which is then not shown to avoid clutter).
At Site0, the agent resides in location Loc0. Its transitions gen1 and gen2 can occur, while the others are blocked. These are fused (as indicated by name correspondence) with transitions gen1 and gen2 of Site0. Thus, at Site0 it is possible to generate a message destined for Site1 or Site2, in which case the corresponding place has1 or has2 of the agent will become marked. Once this has occurred, transition mov01 is enabled. As indicated by the double lines, this transition is fused with the transition mov01 in the location System, which is also fused with the transition mov01 in location Site1. The transition mov01 in location Site0 has a broad input arc incident on location Loc0, while transition mov01 in location Site1 has a broad output arc incident on location Loc1. This is shorthand for shifting the location of a subsystem -the broad input arc removes all the tokens from the source location, and the broad output arc deposits the tokens into the target location. We comment further on this below. At Site1, the agent resides in location Loc1. Its transitions rem1, moveA and moveB can occur, while the others are blocked. Transition rem1 in the agent is fused with the similarly-named transition in Site1. This transition allows Site1 to accept a message destined for here. The transition moveA/B in Site1 is fused with either transition moveA or moveB of the agent. This, in turn, is fused with the transition mov12 of the root instance, and a similarly named transition at Site2. Site2 has a similar structure, and transition rem2 causes the message destined for this site to be removed.
A location is occupied if at least one of the local places is marked. Thus, in our example, the initial marking indicates that locations System, Site0, Site1, Site2 and Loc0 are occupied, while locations Loc1 and Loc2 are not. In order to ensure that transitions are only enabled for occupied locations, we insist that such transitions have at least one input and one output arc incident on a local (as opposed to a fused) place. For this reason, many of the transitions in the figure have trivial side conditions -a side condition is a place with both an input and an output arc incident on an adjacent transition.
The transitions like mov01 which shift the location of a subsystem (or more generally consume a subsystem at a location or generate a subsystem at a location) are shown with a broad arc. This is a shorthand notation for indicating that all the tokens in the local places are consumed. Where a consume is paired with a corresponding generate, it is assumed that the marking is shifted from one location to another. This description is informal, and the notation is syntactic sugar. It is made precise by identifying vacate and occupy transitions. Vacate transitions (if enabled) will have the effect of clearing the marking of its location, i.e. they have input arcs but no output arcs. Dually, occupy transitions (if enabled) will have the effect of setting the marking of its location, i.e. they have output arcs but no input arcs. It is expected that such vacate and occupy transitions will normally be fused with environment transitions, and that a vacate transition fused directly or indirectly with an occupy transition will have the effect of shifting the subsystem. The broad arcs incident on a location are thus syntactic sugar for a number of such vacate and occupy transitions -one for every possible marking of the location. This has theoretical implications which we consider in Section 1.3.
It is worth noting that for Site0, the shifting of the agent is determined solely by the site, whereas for Site1 and Site2 the agent collaborates with the shift transition.
Modular Petri Nets for Mobility
In this section we present a definition of mobile systems in terms of Modular Petri Nets. The reader is referred to the earlier paper [14] for a definition in terms of Modular Coloured Petri Nets.
Definition 1 (Multiset).
A multiset over set S is a mapping m : S → N, where m(s) gives the number of occurrences of s. The set of all multisets over set S is denoted µ(S).
Definition 2 (Petri Net).
A Petri Net (PN) is a tuple P N = (P, T, W ) where:
1. P is a finite set of places.
T is a finite set of transitions with
The arc weight function W indicates the number of tokens consumed or generated by the firing of the transition. If an arc weight is zero, the arc is not drawn.
Definition 3 (PN Markings and Steps).
For a Petri Net PN, a marking is a mapping M : P → N, i.e. M ∈ µ(P ), and a step is a mapping Y : T → N, i.e. Y ∈ µ(T ). A Petri Net System is a Petri Net together with an initial marking.
The example of Fig.1 .1 is a Petri Net System where the arcs shown have a weight of 1 and the arcs which have not been drawn have a weight of 0. Further, the initial marking of place empty is one token, while other places hold no tokens.
. We write [M for the markings reachable from M by the occurrence of zero or more steps.
The above definitions are quite conventional. They capture the requirement that a place must have sufficient tokens to satisfy all consume demands of the step, and that when the step occurs, a place receives tokens from all generate actions. We now depart from convention by defining locations and mobile systems. These have been motivated by Modular Petri Nets [4] , but here we retain the nested structure of the modules, which we call locations, and thereby capture the notion of locality.
Thus, locations are properly nested nets. Locations are unique, as are places and transitions (which are differentiated by the location in which they reside). We can define markings, steps and behaviour for individual locations just as for Petri Nets, but we defer such definitions to mobile systems.
Definition 6 (Mobile System). A Mobile System is a tuple
PF is a set of place fusion sets where pf ∈PF pf = P and ∀pf 1 , pf 2 ∈ PF :
TF is a set of transition fusion sets where tf ∈TF tf = T and ∀tf 1 , tf 2 ∈ TF :
The set of place fusion sets covers all places and the fusion sets cannot partially overlap. This is in contrast to the definition of Modular Petri Nets [4] , where the transitive closure of the fusion sets is used to determine the equivalence classes over places, which are then called place instance groups. Our approach means that each place fusion set corresponds to one place instance group. Similarly, the set of transition fusion sets is required to cover all transitions and if one transition occurs in more than one transition fusion set then these sets must have the same size. Again, this is more restricted than that of Modular Petri Nets, but it is not a theoretical restriction given that every transition can be duplicated so there is one duplicate per occurrence in a fusion set.
Definition 7 (MS Markings and Steps).
For mobile system MS, a marking is a mapping M : P → N, where ∀pf ∈ PF :
, and a step is a mapping Y : T → N, where ∀tf ∈ TF : ∀t 1 , t 2 ∈ tf :
In a mobile system, as in modular nets, the markings of fused places are identical, and the multiplicity of fused transitions in a step are identical. This justifies defining the markings and steps of such a system in terms of place fusion sets and transition fusion sets. It is then appropriate to extend the definition of the arc weight function W to apply to place fusion sets and transition fusion sets, i.e.
Definition 9. For a Mobile System MS we classify places and transitions as follows:
1. LP = {p ∈ P | ∃pf ∈ PF : pf = {p}} is the set of local places. 2. EP = P − LP is the set of exported places. 3. LT = {t ∈ T | ∃tf ∈ TF : tf = {t}} is the set of local transitions. 4. ET = T − LT is the set of exported transitions. 5. VT = {t ∈ T | ∃p ∈ LP : W (p, t) > 0 ∧ ∀p ∈ P : W (t, p) = 0} is the set of vacate transitions. 6. OT = {t ∈ T | ∃p ∈ LP : W (t, p) > 0 ∧ ∀p ∈ P : W (p, t) = 0} is the set of occupy transitions.
We distinguish local as opposed to exported places and transitions -exported entities are fused to at least one other. With the notion of mobility, we are interested in whether a transition interacts with local places, since this determines if the location is occupied. Accordingly, we classify transitions by their interaction with local places.
Definition 10 (Well-formed). A Mobile System MS is well-formed if:
1. All transitions are vacate, occupy or regular transitions, i.e. T = VT ∪ OT ∪ RT .
Vacate transitions empty a location for all reachable markings
3. Occupy transitions fill a location for all reachable markings, i.e. ∀L ∈ loc(L 0 ) :
The above definition of a well-formed mobile system is the key definition that supports mobility. We identify a location as being occupied if a local place is marked. A vacate transition has the effect of transforming an occupied location (and its nested locations) to unoccupied, while an occupy transition has the effect of transforming an unoccupied location (and its nested locations) to occupied. A regular transition has the effect of ensuring that an occupied location stays occupied.
The requirement that all transitions fall into one of these three categories ensures that occupy transitions are the only ones that can become enabled if the location to which they belong is unoccupied. The requirements that vacate transitions make a location unoccupied and that occupy transitions make a location occupied apply to all reachable markings. It is therefore debatable whether these should be classified as requirements for being well-formed or well-behaved. Our choice of terminology reflects our intention that these conditions should be determined from the structure of the net, without the need for reachability analysis. Essentially, the problem is one of incorporating clear and set arcs [12] -the nature of these arcs determines whether reachability and boundedness are decidable for this form of Petri Net [7] . If all places in all locations are bounded, then it will be possible to incorporate complementary places and there will be a finite number of possibilities for the clear and set arcs, and hence for clearing and setting the marking of the location. If there are unbounded places, then we will need the generalised form of clear and set arcs [12] which make reachability and boundedness undecidable [7] .
We refer to a location together with a non-empty marking as a subsystem. By incorporating vacate and occupy transitions, the above formalism is sufficient for studying mobility -fusing a vacate transition in one location with an occupy transition in another corresponds to shifting the location of a subsystem. For notational convenience, we introduce the broad arcs incident on locations, as in Section 1.2. These are a shorthand for sets of vacate and/or occupy transitions -one for each possible reachable marking of the location. They summarise the possibility of shifting the location of a subsystem whatever its current state. Again, with bounded places, the possible alternatives can be enumerated. With unbounded places, the generalised clear and set arcs are required.
Mobile IP 1.4.1 Motivation
The motivation for Mobile IP is given in the Introduction to RFC 3344 [22] : IP version 4 assumes that a node's IP address uniquely identifies the node's point of attachment to the Internet. Therefore, a node must be located on the network indicated by its IP address in order to receive datagrams destined to it; otherwise, datagrams destined to the node would be undeliverable. For a node to change its point of attachment without losing its ability to communicate, currently one of the two following mechanisms must typically be employed: a) the node must change its IP address whenever it changes its point of attachment, or b) host-specific routes must be propagated throughout much of the Internet routing fabric.
Both of these alternatives are often unacceptable. The first makes it impossible for a node to maintain transport and higher-layer connections when the node changes location. The second has obvious and severe scaling problems, especially relevant considering the explosive growth in sales of notebook (mobile) computers.
A new, scalable, mechanism is required for accommodating node mobility within the Internet.
In other words, Mobile IP provides a genuine example of mobility because the IP address of a mobile node acts as a reference. The delivery of datagrams to the mobile node is determined by that IP address. However, normal delivery is only possible if the mobile node is attached to its home network. Otherwise, if the mobile node is attached to a foreign network, then delivery cannot be achieved without some other mechanism, in this case a form of tunnelling. Thus, we see an interplay between connectivity and locality.
Overview
An overview of Mobile IP is also provided in the introduction to RFC3344 [22] :
Mobile IP introduces the following new functional entities: Mobile Node A host or router that changes its point of attachment from one network or subnetwork to another. A mobile node may change its location without changing its IP address; it may continue to communicate with other Internet nodes at any location using its (constant) IP address, assuming link-layer connectivity to a point of attachment is available.
Home Agent A router on a mobile node's home network which tunnels datagrams for delivery to the mobile node when it is away from home, and maintains current location information for the mobile node.
Foreign Agent A router on a mobile node's visited network which provides routing services to the mobile node while registered. The foreign agent detunnels and delivers datagrams to the mobile node that were tunneled by the mobile node's home agent. For datagrams sent by a mobile node, the foreign agent may serve as a default router for registered mobile nodes.
A mobile node is given a long-term IP address on a home network. This home address is administered in the same way as a "permanent" IP address is provided to a stationary host. When away from its home network, a "care-of address" is associated with the mobile node and reflects the mobile node's current point of attachment. The mobile node uses its home address as the source address of all IP datagrams that it sends, except where otherwise described in this document for datagrams sent for certain mobility management functions (e.g., as in Section 3.6.1.1).
The following steps provide a rough outline of operation of the Mobile IP protocol:
-Mobility agents (i.e., foreign agents and home agents) advertise their presence via Agent Advertisement messages (Section 2). A mobile node may optionally solicit an Agent Advertisement message from any locally attached mobility agents through an Agent Solicitation message.
-A mobile node receives these Agent Advertisements and determines whether it is on its home network or a foreign network.
-When the mobile node detects that it is located on its home network, it operates without mobility services. If returning to its home network from being registered elsewhere, the mobile node deregisters with its home agent, through exchange of a Registration Request and Registration Reply message with it.
-When a mobile node detects that it has moved to a foreign network, it obtains a care-of address on the foreign network. The care-of address can either be determined from a foreign agent's advertisements (a foreign agent care-of address), or by some external assignment mechanism such as DHCP [13] (a co-located care-of address).
-The mobile node operating away from home then registers its new care-of address with its home agent through exchange of a Registration Request and Registration Reply message with it, possibly via a foreign agent (Section 3).
-Datagrams sent to the mobile node's home address are intercepted by its home agent, tunneled by the home agent to the mobile node's care-of address, received at the tunnel endpoint (either at a foreign agent or at the mobile node itself), and finally delivered to the mobile node (Section 4.2.3).
-In the reverse direction, datagrams sent by the mobile node are generally delivered to their destination using standard IP routing mechanisms, not necessarily passing through the home agent.
When away from home, Mobile IP uses protocol tunneling to hide a mobile node's home address from intervening routers between its home network and its current location. The tunnel terminates at the mobile node's care-of address. The care-of address must be an address to which datagrams can be delivered via conventional IP routing. At the care-of address, the original datagram is removed from the tunnel and delivered to the mobile node.
Changes
The version of the protocol considered in the Mobile UNITY paper was associated with RFC 2002 [20] . This was superceded by RFC 3344 [22] . To a large extent the changes concern security, timing and network load, issues which are peripheral to this study. 
Mobile IP Model
We now present our Mobile Petri Net (MPN) model of Mobile IP. The model will necessarily employ the coloured extension to MPNs [14] . Also, since the complete model cannot be displayed in one diagram, we consider it in segments, focussing on the components one at a time. We anticipate that a graphical editor will facilitate this kind of manipulation.
We remind the reader that we use the term network when referring to a segment of the Internet and the terms net and subnet when referring to segments of the Petri Net model.
We also note that the Petri Nets provided in this section indicate the flow of information, but are not annotated to indicate the precise values. This has been done so as not to clutter the diagrams.
Internet
The model of the overall network is shown in Figure 1 .3. We display two local networks called, for the sake of explanation, Network-A and Network-B. Each local network includes a place called Ether for the local ethernet, a location called HA for the home agent, and a location called FA for the foreign agent. There are no capabilities for moving these agents -they are fixed. There is also a locations called Mobiles which holds the mobile nodes currently resident at this local network.
The networks communicate with an Ethernet-style mechanism, where place transit holds the datagrams in transit from one network to another. Similarly, within the The Mobile Unity model ensures proper handling of the local Ethernet using the responds-to mechanism. This allows an action to be dependent on the Ethernet holding a (non-null) datagram in preference to any other action. The simplest way of achieving a similar effect in a Petri Net model is with the use of prioritised transitions. The allocated priorities are:
• priority 9 is used for agents reading from the Ethernet; • priority 8 is used for mobiles reading from the Ethernet; • priority 7 is used for internet reading from the Ethernet; • priority 6 is used for internet writing to the Ethernet; • priority 5 is used for agents and mobiles writing to the Ethernet;
Mobile node
The structure of each mobile node is given by the subnet of Figure 1 .4. The net components drawn in bold indicate the lifecyle of a mobile node. There are two basic states of the mobile node, identified by the places home (to indicate that the mobile is known to be connected to its home network) and away (to indicate that the mobile node is known to be connected to a foreign network). RFC 3344 [22] gives a number of possibilities for a node to know when it has moved from (or returned to) its home network. As in the Mobile Unity model, we only consider the option of receiving an agent advertisement. In the case of a foreign agent advertisement, the transition reg1 fires, consuming the advertisement and generating a registration request. In the case of a home agent advertisement, the transition dereg fires, consuming the advertisement and generating a deregistration request. Inappropriate advertisements are ignored. Registration (and deregistration requests) can be accepted or denied. However, the only effect of these responses seems to be the modification of timing delays -if the request is accepted, then the time to reregistration is set; if the request is denied, then the time to register is set. Given that we are not concerned with timing matters, we have modelled both responses by the one transition -transition resp1 handles responses when the mobile node is at home, while resp2 handles responses when the mobile node is away from home.
The above transitions also interact with two places inpbuf and outbuf which hold incoming and outgoing messages, respectively. This is in contrast to the Mobile Unity model which allowed direct access to the Ethernet. The remaining transitions have the following significance:
• reg2 responds to a broadcast message from the resident foreign agent, and sends a message requesting the registration of the mobile node as now resident at this network.
• rereg initiates a periodic reregistration of the mobile node, as further foreign agent advertisements are received.
• recv receives a data message. The content is not of interest.
• send originates a data message destined for another mobile. Again, its content is not of interest.
• junk discards any message which is not handled by other transitions.
Home agent
The structure of a home agent is shown in the subnet of Figure 1 -home holds one token for each mobile node which is known to be at home, while careof holds the care-of address for each mobile node which is known to be away from home. The home agent accepts messages for nodes which have an entry in place careof. For this reason, the place is initialised with a pseudo entry for the agent itself. Datagrams destined for mobiles known to be away from home are forwarded to the relevant foreign agent by firing the transition fwd.
The home agent deals with registration requests -transition reg1 handles registration requests for when the mobile node moves from its home network to a foreign network; transition reg2 handles registration requests for when the mobile node moves from one foreign network to another; and transition dereg handles registration requests for when a mobile node returns home.
The remaining home agent transitions have the following significance:
• advert sends out a periodic advertisement.
• timeout will automatically deregister a mobile node after a period of time.
• junk discards irrelevant messages.
Foreign agent
Finally, the structure of a foreign agent is shown in the subnet of Figure 1 .6. The foreign agent maintains the status of visiting mobile nodes in the place visitor, which is initially empty. The first registration request for a mobile node is recorded by firing the transition reg, while a reregistration request is recorded by transition rereg. A positive response to a registration request is recorded by firing transition ok (which updates the visitor status), while a negative response is recorded by the transition deny (which discards the registration). The transition timeout is fired to time out the registrations. The transition fwd is fired to extract an encapsulated message and forward it to the relevant mobile node.
Results
A preliminary implementation of the model proposed in the above section has been made in the tool Maria. This tool provides support for modular nets, but no explicit support for identifying vacate and occupy transitions which are characteristic of Mobile Petri Nets. We anticipate that such constraints will, in due course, be supplied by a suitable front end to Maria.
As noted in subsection 1.5.1, the responds-to mechanism of Mobile Unity was used in [17] to control the access to the internet and the local Ethernets. We have achieved the same effect in our model by using transition priorities in Maria.
As a result of the exercise of modelling and simulating Mobile IP, an error in the Mobile UNITY model was discovered. When a foreign agent receives an encapsulated message (destined for a mobile node which is away from home), the unpacked datagram is simply added to the local Ethernet. However, this unpacked datagram is destined for the mobile node, whose home network address does not match the current one. Thus, we could expect that the datagram will be routed back to its home network. This is possible in the Mobile Unity model. It could be argued that this is not a major problem because RFC 3344 [22] allows for different data link implementations, and does not specify which is to be used. Nevertheless, this problem does highlight the value of being able to simulate a model and even perform state space exploration. In our model, we have overcome this problem by the further use of priorities -mobile nodes access local messages at a higher priority than the transfer of those messages to the internet.
Variations and Related Work
The above Petri Net formalisms for mobile systems can be varied in a number of ways. As is common with Petri Nets, this formulation appears to be rather staticthe number of locations and the communication partners at each location are determined in advance. However, a more dynamic version can be achieved by suitable use of colours or types. Firstly, we could use synchronous channels [2] to determine communication partners dynamically -it has been shown that synchronous channels are semantically equivalent to the standard transition fusion that we adopted [2] . Secondly, we could use colours not just to distinguish multiple subsystems resident in the one location but also to fold multiple locations (with similar fusion contexts) onto one, with colours identifying the different locations.
The Nets-within-Nets paradigm proposed by Valk has been the focus of a significant effort in terms of object-oriented design and mobility [8] [9] [10] 25] . The fundamental notion is that there are (at least) two levels of Petri Nets -the system net provides the most abstract view of the system. The tokens resident in the places of the system net may be black tokens (with no associated data) or representations of object nets. The two-level hierarchy can be generalised to an arbitrary number of levels, but that is not necessary for our purposes. Three different semantics have been proposed for the nets-within-nets paradigm -a reference semantics (where tokens in the system net are references to common object nets), a value semantics (where tokens in the system net are distinct object nets), and a history process semantics (where tokens in the system net are object net processes) [25] . The reference semantics (as supported by the Renew tool [11] ) has been used to model mobile agent systems [8, 9] . However, a reference semantics provides a global reference scope, so that connectivity is enhanced but locality becomes meaningless. These authors have acknowledged that a value semantics is really required for mobility [10] . Then, locality is meaningful but connectivity is more constrained -an object net residing in a system place can primarily synchronise with the system transitions adjacent to the place. In other words, the object net token has to be removed from the place in order to interact with it. The interaction between co-resident tokens has more recently been added using another form of synchronous channel. However, the notation in Renew suggests that the interaction is achieved by the two object nets being accessed as side conditions of a system net transition.
Our proposal has certain points of contact with the nets-within-nets paradigm. The notation of having arcs incident on locations is akin to system net places containing object nets which can be removed (or added) by adjacent system net transitions. However, our locations have a more general fusion context. We have also refined the results of [10] in noting that if locations have bounded places, then we obviate the need for generalised clear and set arcs for shifting subsystem locations, and hence reachability and boundedness can remain decidable.
There have been a number of calculi proposed for working with mobility. Mobility was one of the key motivations behind the π-calculus [18] . However, the π-calculus did not explore the interplay between connectivity and locality -it had a flexible method for exchanging names and thus modifying connectivity, but there was no sense in which the connectivity was limited by locality. (The scope rules simply limited the accessibility to names.)
The ambient calculus [1] identifies ambients as a sphere of computation. They are properly nested which then determines locality. Capabilities are provided for entering, leaving and dissolving ambients. Movement across ambient boundaries can be subjective -the process in the ambient decides to employ the capability -or objective -the process outside the ambient dictates the move. As in the π-calculus, connectivity is provided by the ability to communicate capabilities or names over channels.
The seal calculus [26] identifies seals as agents or mobile computations. Here, seal boundaries are the main protection mechanism and seal communication is restricted to a single level in the hierarchy. Mobility is not under the control of a seal but of its parent -thus subjective moves of the ambient calculus are not supported.
The capabilities of the above calculi can be broadly mapped into the formalisms of this paper which can make it possible to specify and reason about causality and concurrency, as in [6] . Ambients and seals can be mapped to locations. We can cater for synchronous and asynchronous communication. Moves are objective, and fusion can be constrained to the enclosing location as in the Seal calculus.
Conclusions
This paper has reviewed a Petri Net formalism suitable for studying mobility, and specifically the interplay between locality and connectivity. It has extended Modular Petri Nets with the notion of nested modules called locations. The nesting of modules determines locality while the fusion context of each module determines connectivity. Locations are constrained so that the firing of their transitions depends on the locations being occupied. Another key extension is the identification of vacate and occupy transitions, which change the occupied status of locations. For notational convenience, we add arcs incident on locations to represent multiple vacate and occupy transitions.
This paper has assessed the proposed formalism by producing a model of the Mobile IP standard [22] . While we have not included the full annotations of the subnets, we feel that the graphical Petri Net notation makes it much easier to grasp the flow of information in comparison to the purely textual notation of the Mobile Unity model [17] . Further, the ability to execute the model greatly enhances the diagnostic possibilities for the model.
The proposed Petri Net formalism for mobility is quite simple and general even though the changes to Modular Petri Nets are not extensive. Consequently, it is relatively simple to study mobile systems using currently available modular analysis tools such as Maria [16] , which already has support for nested modules. With a bit more effort, it is also possible to map these mobile systems into Hierarchical Coloured Petri Nets and analyse them in the tool Design/CPN [15] .
The model for Mobile IP was implemented in Maria and an interesting consequence was the identification of a problem in the Mobile Unity model. Ongoing work will consider state space exploration for the Mobile IP model, using techniques such as those application to Object-Based Petri Nets in order to manage state space explosion [15] .
